NHOPOPMALNOHHASA TAMATKA
JJIAA OBYYAIOIUXCA 1JIAA PASMEIIEHUSA
HA O®PUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXJbIM TOJJOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIbINE, & IIKOJBLHUKH OJTHU U3 CaMBIX
aKTUBHBIX IOJIb30BaTeneil Pynera. Mexay TeMm, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXHOCTEM,
MHTEPHET HECeT M MPo0JieMbl. DTa mamsTKa JOHKHA TIOMOYb TeOe 0e301acHO HaXOIUThCS B CETH.

KomnboTepHbie BUPYChI

KoMnploTepHblii BUPYC - 3TO Pa3HOBUJIHOCTb KOMIIBIOTEPHBIX IPOrpamM, OTIUYUTEIbHOU
0COOCHHOCTBIO KOTOPOH SIBJISIETCA CHOCOOHOCTh K Pa3MHOXKEHUIO. B J0mosiHeHue K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WIM TOJHOCTHIO YHMUYTOXHTH Bce (ailibl M JaHHBIC, TOAKOHTPOJIEHBIC
0JIb30BATENI0, OT UMEHHU KOTOPOro Oblja 3amylieHa 3apakeHHas Iporpamma, a Takyke MOBPEIUTh WU
Ja’ke YHUYTOXKUTH OTEPAIMOHHYIO CUCTEMY CO BceMH (haillaMu B 1eioM. B OOJBbIIMHCTBE Ciiydyaes
pacpoCTpPaHsIOTCS BUPYCHI YEPE3 UHTEPHET.

Metoabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Ucnionb3yii cOBpeMEeHHbIE ONEPALlMOHHBIE CUCTEMbI, UIMEIOIIUE CEPhE3HBINH YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. IloctosHHO ycTaHaBiuBail mauTd (UMQpOBBIE 3alJIaTKH, KOTOPbIE aBTOMATUYECKU
YCTAQHABJIMBAIOTCS C LIEIBbIO JOPaOOTKH MPOTpaMMbl) U Apyrue OOHOBIICHHUS CBOEH ONEpaIliOHHOM
cuctembl. CkaunBail X TOJIBKO ¢ opuIManbHOrO caifta paspadborunka OC. Eciu cymiecTByer pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpE MO/ MpaBaMu MOJIb30BaTENs, a HE aAMUHHCTpaTOpa. JDTO HE
MIO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IMPOTpaMM MHCTAUIMPOBATbCS HAa TBOEM IE€PCOHAIBHOM
KOMIIBIOTEPE;

4. Wcnonb3ylh aHTUBHUPYCHBIE IPOTPaMMHBIE MPOAYKTHI H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyp pU3HUYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Vcnonp3yil BHelIHHE HOcUTENH WH(OpMammu, Takue Kak Quemka, JUCK wiu Qailn u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBail KOMIbIOTEpHBIE (haiiiibl, MONyUYEHHbIE U3 HEHAJCKHBIX MCTOUYHUKOB. [laxe Te
(aiinel, KOTOpPBIE MPHCIIAT TBOM 3HAKOMBINA. JIydIie yTouHM y HEro, OTHPABJIUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 370 He BU Mepeau JaHHBIX, HE TEXHOJOTHsI, a BCETo JIHIIb OpeH 1, Mmapka. Emie B 1991
roAy HUJepiaaHcKas koMnanus 3apeructpuponaia opens "WECA", uro 0603Ha4asno clioBocoyeTaHue
"Wireless Fidelity", koTopslii mepeBoAUTCS Kak "GecrpoBoIHasE TOYHOCTD'".

Jlo Hamero BpeMeHHU Joluia Jipyras abOpeBuatypa, KOTopas SBISETCS TaKOW e TeXHOJIOTHEH.
Oto abbOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAaHO ¢ HAMEKOM Ha CTaHJAPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, uro B mepeBose o3HauaeT "BbICOKAst TOUHOCTh .

Jla, OecniaTHBI MHTEPHET-AOCTYNl B Kade, OTENsiX U adponoprax SBISETCS OTIWYHON
BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHME SKCHepThl CUUTAIOT, YyTO o0mmeaoctynHsle Wi-Fi cetn
HE SIBJISIIOTCS O€30MaCHBIMH.

CoBeTbl 110 He30MaCHOCTH PadOTHI B 001IeA0CTYNHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro TuuHyro nHpopmaiuio yepes odmenoctynusie Wi-Fi cetu. Pabotas B HuX,
JKEJIaTeJIbHO HE BBOJUTH NAPOJIA JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEDPA;

2. Hcnone3yll u OOHOBISM aHTUBUPYCHBIE MporpamMmbl M OpaHamayep. TeM caMbIM Tbl
obe3omnacuillb ce0si OT 3aKaYKH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi orkmoun pynkmuro "OO6mmit qoctyn k (aitiam u npuHTepam'.
JlanHas QyHKUUS 3aKpbITa MO0 YMOJYaHMIO, OJTHAKO HEKOTOpbIE MOJb30BATEIM AKTUBUPYIOT €€ IS
y100CTBa UCIIOIB30BaHMS B paboTe i yueoe;

4. He ucnonw3yit myonuunsiii WI-FI nns mepegaun nuUHBIX JaHHBIX, HAIPUMEp IS BBIXOJA B
COLIMAJIbHBIE CETH UITU B DJIEKTPOHHYIO TOYTY;

5. Ucnonw3yii Tonbko 3anuinennoe coenunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
aapeca BBoau umeHHoO "https://";

6. B mo6unsHOM Tenepone otkmoun ¢ynkuuio "lloakmouenne k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMaTUYECKOTro MOAKIIOUEHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.




CouunajbHble CETH

CoumanbHble CeTH aKTHBHO BXOJIT B Hally XH3Hb, MHOTHE JIIOJM PAa0OTAIOT W KUBYT TaMm
IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTHAp/] YEIO0BEK, YTO SIBJISETCS OJJHON CEIbMOM BCex
KHUTEJNeH TUIaHeThl. MHOrue MoJib30BaTeNd HE MOHUMAIOT, 4TO MH(OpMAIys, pa3MelleHHas UMHU B
COLIMAJIBHBIX CETSIX, MOXKET ObITh Hail/leHa U MCII0JIb30BaHa KEM YTO/IHO, B TOM UHCIIE HE 0053aTEeJIbHO C
OJaruMu HaMEpEeHUSIMH.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH B COLUATIBHBIX CETHAX:

1. Orpanuup crucok apyseid. Y Tebs B APY3bsSX HE IOJKHO OBITH CIIy4ailHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3ammimail CBOIO YacTHYIO XHM3Hb. He ykaspiBall mapoiin, TenedoHBI, aapeca, JaTy TBOETO
POXKAECHUS M JPYryl0 JHUYHYIO HHGOpPMALMIO. 3JIOYMBIIJICHHUKM MOTYT MCIIOJIB30BaTh JaXe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amuinaii CBOIO penyTaLulo - IepXkKH ee B YMCTOTE U 3a/1aBail cede BOIpOC: XOTel Obl Thl, YUTOOBI
Apyrue TMOJIb30BaTENN BUICIHU, YTO Thl 3arpyxkaems? [loxymail, mpexkie 4eM 4To-TO OIMyOJMKOBATh,
HanucaTb U 3arpy3UTh;

4. Ecii Tl TOBOpULIb C JIFOJIbMU, KOTOPBIX HE 3HAEIIb, HE MCIOJb3YH CBOE peaibHOE UMS U
APYTYIO JUYHYIO HH(POPMALUU: UMsI, MECTO JKUTEIILCTBA, MECTO Y4eObl U NIPOYee;

5. N30eraii pasmemenus ¢ororpacduii B MHTEpHETE, T THI M300paK€H HA MECTHOCTH, II0
KOTOPOM MOXHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpauuu B COLHAJIBHON CETH HEOOXOJUMO HCIOJIb30BaTh CIIOXKHBIE I1apOJIy,
cocTosMe U3 OyKB U IU(DP U ¢ KOJIUYECTBOM 3HAKOB HE MEHEE §;

7. s conpanbHON CEeTH, IOYTHI U IPYTUX CATOB HEOOXOAMMO MCIOJIB30BATH Pa3HbIC MAPOJIH.
Torna eciu Te6s B370MAIOT, TO 3JI0YMBIIUIEHHUKH HOJIY4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

DJICKTPOHHBIC ICHbI'H

DJNEeKTPOHHBIE IEHBTH - 3TO OYEHb YI00HBIN crI0c00 MIaTexel, 0THaKO CYIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIH.

DONEeKTPOHHBIE JIEHbI'M IOSIBWJIUCH COBCEM HEIAaBHO M HMMEHHO H3-32 ATOrO0 BO MHOI'HMX
rocyapcTBax J0 CUX I10p He IPONMCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT U O HUX YK€ MPOIMHMCAHO B 3aKOHE, IJIe UX Pa3/eJIaoT Ha
HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. PazHunia B ToM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercsi NPOBOAUTH oOmNepauuud 0e3 HWASCHTHU(PHUKAUU I[0JIb30BaTeNsl, a B HEAHOHMMHBIX
UACHTU(DUKALMS [TOJIB30BATENs ABISETCA 0053aTENbHOM.

Taxxe creyer pa3ianyaTh 3J1€KTPOHHbIE (PUATHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAJIOTaM)
U 3JIEKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OcHoBHbIE cOBeThI 10 0e30NacHOii padoTe ¢ JIeKTPOHHBIMH JeHbIAMM:

1. TlpuBsxku K cueTy MOOWIBHBIN TenedoH. DTO camblii yAOOHBII M OBICTPBIM cHoco0
BOCCTAHOBHUTH JIOCTYM K cueTy. [IpuBsizanHbIil TenepoH MOMOXKET, eciiu 3a0yIelb CBOM TUIATEeKHBIN
[apoJjib WM 3aiEIIb Ha CAlT C HE3HAKOMOTO YCTPOICTBa;

2. Vcnonw3yit ogHOpa3zoBbie apoiu. [locne nepexoaa Ha yCUIICHHYIO aBTOPU3AIMIO Te0e yKe He
OyzeT yrpokaTh OMacHOCTb Kpa)kyl WJIM TepexBaTa MIaTeXHOTo Mapos;

3. Beibepu cnoxublii nmapoib. [IpectynmHukam OyAeT He MPOCTO yrajiaTh CIOXKHBIN MapoJib.
HanexHble maposu - 3To napoJiu, KOTOpbIe coJiepkKaT He MeHee § 3HAKOB M BKIIIOYAIOT B C€0s CTPOYHBIE
U TpONUCHblE OYKBbI, HHU(PPHI U HECKOJBKO CHMBOJOB, TaKHMe KakK 3HaK Joiapa, (QyHTa,
BOCKJIMIIATENbHBIA 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE IAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.

DJICKTPOHHAS 10YTA

DNeKTpOHHasl MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTAaBISIEMbIE €l0 YCIYyTM MO TMEepechlUIKe U
MOJTyYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PAaCHpPEAESIOTCS B KOMIBbIOTEPHOH ceth. OOBIYHO
ANEKTPOHHBIN MOYTOBBIM SIIUK BBINIAIUT CIAEAYIOUIMM 00pa3oM: UM _IOJb30BaTESI(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEETCsi BO3SMOXKHOCTD IepeaBarh (haibl.

OcHOBHbBIE COBETHI 110 0e3011aCHOIi padoTe ¢ 3J1eKTPOHHOI NOYTO:




1. Hago BBIOpaTh MNpaBWIBHBIA IMOYTOBBIM CEPBUC. B HMHTEpPHETE €CTh OTrPOMHBIN BBIOOP
OeCIUTaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO Jy4YIlE JOBEPATh TEM, KOTO 3HACHIb W KTO IEPBBIA B
PEUTHHTE;

2. He ykaspBail B nu4HOM mouTe nuuHylo wuH(popmanmio. Hampumep, nyuiie BbIOpaTh
"My3bIKaJIbHBINA (haHaT@" wiam "pok2013" Bmecto "Temal3";

3. Wcnonp3yil AByX3TalHyl aBTOPU3ALMIO. DTO KOrJa MOMHMMO MapoJis HY’KHO BBOJUTH KOJ,
MpUchbLIaeMbIi 10 SMS;

4. BeiOepu CIIOKHBIA Taposib. i KaKI0ro MOYTOBOTO SIIHUKA JTOJKEH OBITh CBOW HA/ICIKHBIM,
YCTOWYUBBIN K B3JIOMY MApOJIb;

5. Ecimu ecTb BO3MOXKHOCTb HamMcaTb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH OTYy
BO3MOKHOCTB;

6. Mcnonib3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbli [1s1 4aCTHOW MEPENUCKHU C agpecaraMu,
KOTOPBIM ThI JIOBEpSCIIb. DTO 3JIEKTPOHHBIM aJpec HE HAJ0 HCIOJIb30BaTh IPU PETUCTpPAlUU Ha
dopymax u caiitax;

7. He oTkpbIBaii (haidsibl U APYTHUE BIOKECHHS B MIChMaX, Ja)Ke €CJIM OHU MPUIILTH OT TBOUX JIPY3EH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibl;

8. Ilocie oxoHuaHUs pabOTHI HAa MOYTOBOM CEPBUCE IEpE] 3aKPhITHEM BKIIAIKU C CaliTOM He
3a0yb HaXkaTh Ha "BeiiTu".

Kn6epOy/JUIHHT WK BUPTYAJbHOE U31eBATENbCTBO

KubepOymnuHar - mpecieqoBaHuEe COOOIICHHUSIMH, COAEPIKAIIMMU OCKOPOJICHUS, arpeccuio,
3allyTUBAaHME;, XYJIUTAHCTBO; COIHMANbHOE OONKOTHPOBAaHME C TIOMOIIBIO PA3JIUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KHOepOyNJIMHIOM:

1. He 6pocaiics B 60ii. JIyunimii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH H, €CJTU HET TOTO, K KOMY
MOKHO OOpaTHTbCS, TO BHayalleé YCIOKOUThCSA. EciiM Thl HauHellb OTBEYaTh OCKOPOJIICHUSMH Ha
OCKOpOJIEHUS, TO TOJBKO €l1lle O0JIbIIe Pa30AOKEIIb KOH(IUKT;

2. YmpaBinii cBoeil kubeppernyTaimei;

3. AHOHUMHOCTH B ceTu MHMMasl. CyIIecTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cToWT BeCTH XYyJIMTAaHCKHI 00pa3 BUPTyalIbHOHW XH3HH. MIHTEepHET (puKcHpyeT Bce TBOH
NEHCTBHS U COXpaHET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIBHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. UrHopupyil enuHuuHbli HeraTuB. OJIHOpa30Bble OCKOPOMUTENbHBIE COOOLICHMS JydYllle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTaIuu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLIMAIBHBIX CETAX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIIPABKU COOOIIEHUI C ONPEEIIEHHBIX a/IpECOB;

8. Ecnu 1Bl cBuneTens kubepOymuHra. TBou NeHcTBUSA: BBICTYIHUTH MPOTUB IpecieioBaTers,
[I0Ka3aTh €My, YTO €ro JAEWCTBUS OLIEHUBAIOTCS HEraTHBHO, MOJAJEP’KaTh KEPTBY, KOTOPON HY)KHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

Mo0OuabHbIi Tejie)oH

CoBpemeHHbIe cMapT(HOHBI U IUIAHIIETH COEp’KaT B ce0e BIIOJIHE B3POCIHbIA (YHKLIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIboTepaMu. OTHAKO, CPEACTB 3alUThI IS
MOJIOOHBIX YCTPOICTB MOKA OYeHb Majio. TeCTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak 17151 [1K, To sxe camoe kacaeTcst 1 MOOMIILHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKU JIOTHAIN HACTOJIbHbIE aHAJIOTH, OJHAKO
pacmmpenne pyHKIIMOHaIA BIEYET 32 COO0H OOJBIITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaneko He BCE MNPOU3BOJUTEIM BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH /ISl CBOMX YCTPOWCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOWJIBLHOTO TeJiedoHa:

Huyero He sBnsercs mno-HacTtosmeMy OecruiaTHbIM. byas ocropokeH, Beab Korjga TeOe
IpeJUIaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Jymaii, npexxae yem otnpaBuTbh SMS, ¢oto nnu Buaeo. Thl TOYHO 3Haellb, Iie OHU OyayT B
KOHEYHOM utore?

Heo0xo1uMo 0OHOBIIATH ONEpPallMOHHYIO CUCTEMY TBOEro cMapTdhoHa;




Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI /17151 MOOMJIBHBIX TENIE(OHOB;

He 3arpyxaii npuiokeHuss OT HEU3BECTHOIO HCTOYHUKA, BEAb OHM MOTYT COZIEpXkaTb
BPEJIOHOCHOE MPOrpaMMHOE 00eCIIeUeHue;

[Tocne Toro kKak Thl BBIAACIIL C CaliTa, I'/I€ BBOJIWI JIMYHYIO HH(OPMAIUIO, 3aliI1 B HACTPOUKHU
Opay3sepa u ynanu cookies;

[leproauuecku npoBepsiii, KaKUe IUIATHBIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMep MOOWJIBHOTO Tejle(OHa TOJBKO JIOASM, KOTOPBIX Thl 3Haellb M KOMY
JIOBEpsiElb;

Bluetooth nomkeH OBITh BBIKIIOUEH, KOIZa Thl MM He Mosb3yelibcs. He 3a0biBail mHOrzAa
IIPOBEPSATH 3TO.

Online urpet

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOYHbIE, 3aXBAThIBAIOIINE Pa3BICUCHHs, 00BEIUHSIONINE
COTHM ThICSY YEJIOBEK 110 BceMy MUpY. Irpoku uccneayroT JaHHbIH UM MUD, OOIAOTCS APYT € IPYIoM,
BBIIIOJHSAIOT 3aJjaHUsl, CPakatoTCsd ¢ MOHCTpPaMHM U IOJIyYalOT OMBIT. 3@ YJOBOJBCTBUE OHHU IUIATAT:
MOKYNAOT JUCK, OIUIAYMBAIOT AOOHEMEHT MJIM MPHOOPETa0T KAKUE-TO OILIUY.

Bce aTH cpeacTBa uayT Ha MOAJIEPKAHME M PAa3BUTHE UTPHI, a TAaKXKEe HA caMmy Oe30MacHOCTh:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBbIE MaTyd (UU(PPOBBIEC 3AIUIATKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo0HbBIX Mrpax CTOUT onacaTbCs HE CTOJIBKO CBOMX COMNEPHHKOB, CKOJBKO KPa)XXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIMK OOJBIITMHCTBA UTP.

OcHoBHBIE COBEThI 10 0€30IIACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecniu npyroii urpok BeJeT celsi MI0X0 WM CO3/aeT TeOe HENMpPUITHOCTH, 3a0JOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxanyiics agMUHHCTpaTOpaM HUIPhl Ha IUIOXOE€ IOBEACHHME 3TOT0 UIPOKA, HKEJIATEIbHO
IIPWIOKUTH KAKME-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B TIpOdaiiie urpsr;

4. YBaxall Ipyrux y4acTHHUKOB I10 UIDE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYH ¥ MOJIBI;

6. Mcnonp3y# CII0’KHBIE U pa3HbIE N1apOJIy;

7. Jaxke BO BpeMsl UTPbl HE CTOUT OTKJIOYATh aHTUBHUpPYC. [Ioka Tl Urpaeub, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

OUINNMHT WM KPAkKa JUYHBIX TaAHHBIX

OObIuHOW Kpaskel JeHer M JIOKyMEHTOB CEeroJiHSl YK€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JTOYMBIIUIEHHUKH MEPEMECTHIINCh B MHTEPHET, U MPOAOJIKAIOT 3aHUMAThCS
"1I0OUMBIM" JIETTOM.

Tax nmosiBuIach HOBasi yrpo3a: HHTEPHET-MOLICHHUYECTBA WM (PUILMHT, IJ1aBHAasl 1eJIb KOTOPOTo
COCTOMT B IMOJY4YEeHUHM KOH(PMJEHIMAIbHBIX JaHHBIX I[OJb30BaTele - JIOTMHOB M maposied. Ha
aHrauiickoMm si3pike phishing untaercs kak ¢pumuHr (ot fishing - psiOHast noBis, password - MapoJsb).

OcHoBHBIE cOBeThI 10 0opble ¢ PUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiv Tl mojo3peBaelib, 4TO TBOSI aHKeTa OblUla B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOILIUTh aJMUHUCTPATOpPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Vcnonb3yii 6e30macHbie BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3uHoOB U TTOMCKOBBIX CHCTEM;

3. Hcnone3yil crnoxkHble M pa3Hble naposd. TakuMm oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMaiM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBlIeHbl y T€OSI B APY3bsiX, O TOM, YTO Te€OS B3JIOMAJIM M, BO3MOXHO, OT TBOETO UMEHU OyneT
pacchlIaThCs CIaM U CCbUIKM Ha (DMITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MoOUITBHBIN TenedoH;

6. OTKIIIOYHM cOXpaHEHUe maposis B Opaysepe;

7. He oTKpbIBaii Qailsibl 1 Apyrue BIOKEHUS B MHUCbMaXx, Jake €M OHU MPUIILITU OT TBOUX APY3€Hl.
Jlydie yToYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3T (paitibl.

IHudposas penyrauus

[udposas pemyramuss - 3TO HEraTUBHAas WM TO3UTHUBHAs HHQpOpManus B ceTd o Tebe.
Kommpomerupytomass uHpopManusi, pa3MelleHHass B HWHTEPHETE, MOXKET Cepbhe3HbIM 00pazoM




OTpa3UThCs Ha TBOEHW peanbHO >xm3HU. "lludpoBas pemyramus" - 3TO TBOWM HMHIK, KOTOPBII
dbopmupyercs u3 uHGopMaiu o Tede B UHTEPHETE.

TBOe MecTO KHUTENhCTBA, y4eObl, TBOC (PUHAHCOBOE IOJOKEHHE, OCOOEHHOCTH XapakTepa W
pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKalUWW JIMYHOM HHpopManuu B
WHuTepHere, He MOHMMAsi BO3MOYXHBIX MOCIEACTBUIM. Thl J1a)ke HE CMOXKEIIb A0rajaTbCsi O TOM, YTO
dotorpadus, pasmenieHHas 5 JeT Ha3ajl, cTajla IPUYUHON 0TKa3a IPUHSTH TeOst Ha paldoTy.

KommenTtapuu, pa3menienre TBoux ¢Gortorpaduil U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
MOCJIe TOTO, KaK Thl UX yJaNUIIb. Thl HE 3HACIIb, KTO COXpPaHWI 3Ty UH(OpMAIIHIO, [ToNala JI OHa B
IIOMCKOBBIE CUCTEMbI U COXPAHWJIACh JIM OHA, a IVIABHOE: YTO MOAYMAIOT O T€OE OKPYXKaroIIUe JH0/IH,
KOTOpBIE€ HAUYT U YBUIAT 3T0. HaliTu nH(MOpMaLnio MHOTO JIET CITYCTSI CMOKET JIF000I - Kak U3 J0OPbIX
o0y K/IeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OcHoBHBbIE COBETHI 10 3a1MTe HM(POBOI penyTanum:

1. TTogymaii, mpexe 4eM 4To-TO MyOJIMKOBATh U MEePeaaBaTh y ceOsi B 0JIOre WM B COIUAIBHON
ceTu;

2. B mactpoiikax mpouis YCTaHOBH OTPAHWYEHHUS HA IMPOCMOTP TBOETO Mpoduias U ero
COJIEP’KUMOTO, CAeIal ero ToJIbKO "1yis apy3en”;

3. He pa3memiaii u He yka3biBaii WH(GOpPMAIIMIO, KOTOpas MOXKET KOro-mu00 OCKOPOJSATh WIN
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNU HU(PpOBOro mpocTpancTBa. OQHAKO 1aJIEKO
HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXKHOCTSMHU LU(PPOBOTO MUpa TpeOyeT coOIr0IeHus
MIPaB HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTENNEKTyanbHas COOCTBEHHOCTh" OTHOCHUTCS K  Pa3IMYHBIM  TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HAYMHAsl ¢ HOBBIX M300pPETEHUN M 3HAKOB, 00O3HAUYAIOIIUX COOCTBEHHOCTHh Ha
NPOAYKTHl M YCIYT'H, M 3aKaH4YMBasg KHUTaMH, ¢ororpadusMu, KHHOPHIbMAMU U MY3bIKAJIEHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE ITpaBa - 3TO IpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAyKH,
JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHE TIpaBa BBICTYNAIOT B KayeCTBE TapaHTHUH TOrO, 4YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUI Tpyd aBTOpa He OyaeT HampacHbIM, JAacT €My CIpaBeIJIHBBIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOEro TpyAa, MOJIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspelleHusl aBTopa HE MOXET BOCIPOU3BOJIUTh €ro MPOU3BEIECHUE, PACIPOCTPAHATD, MyOJINYHO
J€MOHCTPUPOBaTh, MpOJaBaTh, HMMIIOPTUPOBATh, MyCKaThb B MPOKAT, MYOJUYHO HCIOIHSITH,
MTOKa3bIBaTh/UCHIOIHATH B 3(pupe min pazmemiats B lHTepHeTe.

Hcnonb3oBaHue "MUpaTckoro” mporpaMMHOI0 00€CTIeYeHUsI MOXKET MPUBECTH K MHOTUM PUCKAM:
OT TOTEpPH JaHHBIX K TBOMM aKKayHTaMm 10 OJIOKHPOBKM TBOETO YCTpPOICTBa, IJl€ YCTaHOBJIEHA
HeslerajgbHas nporpamma. He ctouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JierajbHble M OeCIUIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOKHO HAlTH B CETH.

O noprane

CereBu4oK.p( - TBOH TJIaBHBIA COBETYMK B CETHU. 37€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CETH TMOHSATHBIM U JIOCTYITHBIM SI3bIKOM, a NP BOZHUKHOBEHUU KPUTHYECKOU CUTYyallUd OOpaTUTHCS 32
COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LU(DPOBBIM I'paxaaHUHOM!




